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Smart contracts - un rendez-vous fericit intre contract si tehnologie?
Smart Contracts - A Happy Rendez-Vous Between Contract and Technology?

Conf. univ. dr. Maria Dumitru-Nica
Facultatea de Drept si Stiinte Administrative, Universitatea ,,Stefan cel Mare”, Suceava

Rezumat: Analiza binomului ,, contract-tehnologie ” in statica si dinamica lui reprezintd un subiect de actualitate si, totodata, o provocare. Tehnologiile
emergente confera noi valente relatiei dintre cele doud elemente facand ca adagiul ,, code is law” sa dobandeasca 0 noua intensitate si sa se transforme
intr-o realitate. Smart contracts este 0 notiune tot mai des intalnita in limbajul tehnic, dar si in cel juridic. Fara a avea pretentii in privinta epuizarii
prezentarii si, a fortiori, a elucidarii problematicii juridice generate de interferenta tehnologiei cu contractul sub cupola smart contracts, vom incerca sa
prezentam particularitatile acestui tandem si sa schitdm un raspuns in privinta naturii juridice a acestuia. Ce ar inseamna (ne)executarea smart contracts si
0 eventuala raspundere, traduse Tn termenii tehnico-juridici, este iarasi interesant de aflat. Raspunsul la intrebarea din titlu ramane ,,la lumina si
intelepciunea” cititorului care pe baza sustinerilor noastre, si nu numai, isi va fi format propria convingere.

Abstract: The analysis of the contract-technology binomial in its statics and dynamics is a topical issue and, at the same time, a challenge. Emerging
technologies add new valences to the relationship between those two elements, making the adage ,,code is law” acquire a new intensity and become a
reality increasingly more. Smart contracts is a notion more and more common in technical language, but also in the legal one. Without pretending to
exhaust the presentation and, a fortiori, to elucidate the legal issue generated by the interference of technology with the contract under the dome of smart
contracts, we will try to present the particularities of this tandem and outline an answer regarding its legal nature. What would mean the
(non)performance of smart contracts and a possible liability, translated in technical-legal terms, is again something interesting to find out. The answer to
the question from the title remains ,,at the lighten and wisdom ™ of the reader who, based on our allegations, and not only, will have formed his own
conviction.
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Cunoasterea clientelei pe piata cripto activelor - intre teorie si practica
Know Your Customers on the Crypto Assets Market - Between Theory and Practice

Lect. univ. dr. Alina V. Popescu
Departamentul de Stiinte Juridice si Administrative, Universitatea Constantin Brancoveanu Pitesti

Rezumat: Cunoasterea clientelei reprezinta 0 modalitate de a evita producerea unor fraude ori implicarea in activitati infractionale, cum ar fi cele de
spalare a banilor sau de finantare a terorismului. Masurile privind KYC sunt importante atat pentru mediul de afaceri, cat si pentru clienti si desi cele mai
cunoscute publicului sunt masurile KYC pe care le aplica mediul bancar, legislatia a extins obligativitatea aplicarii acestor masuri si asupra altor institutii
financiare, nefinanciare si furnizori de servicii. Un element de noutate privind KYC 1l reprezinta obligarea furnizorilor de servicii de schimb intre
criptoactive si moneda fiduciara sa aplice masurile de cunoastere a clientelei, pe fondul specificului pe care aceste active 1l prezinta si tinand cont de
faptul ca acesti furnizori isi desfasoara activitatea pe o piata nereglementata.

Abstract: Knowing Your Costumers is a way to avoid fraud or involvement in criminal activities, such as money laundering or terrorist financing. KYC
measures are important for both, business and customers, and although are the best known to the public the KYC measures applied by the banking
environment, the legislation has extended the obligation to apply these measures to other financial, non-financial institutions and service providers. A
novelty regarding KYC is the obligation of exchange service providers between crypto assets and fiat currency to apply measures to know the customers,
on the background of the specificity of these assets and taking into account the fact that these providers operate in an unregulated market.
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Tehnologia blockchain in executarea contractelor de publicitate comerciala online
Blockchain Technology in the Performance of Online Advertising Contracts

Drd. Aura-Elena Amironesei
Facultatea de Drept, Universitatea ,,Alexandru loan Cuza” din lasi

Rezumat: Relatiile contractuale Tn spatiul virtual au dobandit o noua dimensiune amprentata inevitabil de avansul tehnologic fara precedent. Noile
tehnologii tind sa suplineasca aportul uman in executarea contractelor, mai ales a celor cu executare de natura la rAndul sau virtuala, inlaturand totodata si
erorile, respectiv fraudele umane. Contractele de publicitate comerciala online nu reprezinta 0 exceptie de la incidenta neexecutarilor contractuale sau de
la fraudarea partilor prin diverse mijloace la randul lor digitale. Tn acest context, noile tehnologii, in special tehnologia blockchain, se prefigureaza drept o
solutie pentru executarea conforma a tuturor termenilor contractuali ce sunt incorporati intr-un smart contract. Elementele contractuale clasice sunt
transpuse in linii de cod ce devin legea partilor in publicitatea online, iar criptomonedele sau tokens iau locul clasicului ”pret” platit in bani.

Abstract: The contractual relationships in virtual space have acquired a new dimension which is inevitably marked by the unprecedented technological
advance. The new technologies tend to replace the human input in the execution of contracts, especially the ones involving a virtual performance,
preventing human errors and frauds. Online advertising contracts do not stand as an exception from breaches of contract, neither from digital types of
fraud. In this context, the new technologies, especially the blockchain technology, appear to be a solution for the full performance of the contractual terms
that are embedded in a smart contract. The traditional contractual elements are transposed into lines of code which become the law of the parties in
online advertising, and cryptocurrencies along with tokens become a replacement for the traditional price paid in money.
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Tehnologia Blockchain si testamentele electronice
Blockchain Technology and Electronic Wills

Drd. Aniela-Flavia Ticau-Suditu
Facultatea de Drept, Academia de Studii Economice din Bucuresti

Rezumat: Tn acest studiu examinam impactul tehnologiei digitale asupra dreptului succesoral, in special n contextul redactarii testamentelor electronice.
Consideram ca este un subiect de mare importanta, observand ca, desi nu suntem Tn masura sa abordam intr-un mod divers faptul natural al mortii, ne
putem personaliza, In functie de propriile noastre asteptiri si principii, iesirea din scena. Tn acest context, certitudinea si predictibilitatea Tndeplinirii
dispozitii de ultima vointa sunt esentiale. Avand in vedere ca redactarea unui testament traditional are multiple limitari, vom analiza modul in care
tehnologia oferd mecanismele necesare pentru a indeplini, Intr-o maniera cat mai fidela, dispozitiile de ultima vointi. In acest scop, vom evalua
implicatiile tehnologiei de tip ,,Blockchain” Tn context succesoral, examinand atat deficientele, cat si argumentele care stau la baza implementarii
tehnologiei pe scara larga.

Abstract: In this study we examine the impact of information technology on inheritance law, especially in the context of drafting electronic wills. We
consider it a subject of great importance, noting that, although we are unable to approach in a diverse manner the natural fact of death, we can
personalize, according to our own expectations and principles, our way out of the scene. In this context, the certainty and predictability of the fulfillment
of the last will dispositions are essential. Given that the writing of a traditional will has multiple limitations, we will analyze the manner in which
technology offers the necessary mechanisms to fulfill exactly the dispositions of the last will. To this end, we will evaluate the implications of the
Blockchain technology on the inheritance issue, examining both the shortcomings and the arguments underlying the implementation of the technology on
a large scale.
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Piata unica digitala. Privire comparativa asupra contractelor digitale
Digital Single Market. Comparative View Regarding Digital Contracts

Lect. univ. dr. Andra Iftimiei
Facultatea de Drept, Universitatea ,,Alexandru loan Cuza” din lasi

Rezumat: Piata unica digitala reprezinta una dintre cele 6 politici prioritare ale Comisiei Europene, constructia acesteia fiind realizata pe trei piloni majori:
accesibilitate, mediu si economie si societate. Contractele digitale reprezinta unul dintre principalele instrumente utilizate la nivel mondial, nu doar
european, Th vederea maximizarii cresterii rezultatelor pozitive Tn materie de economie eficienta. Pornind de la analiza legislatiei europene in domeniul
contractelor digitale, prezentul articol presupune o abordare care pleaca de la general inspre special. Astfel, ih prima parte a articolului vor fi prezentate si
analizate elementele definitorii pentru piata unica digitala; cea de-a doua parte a articolului se concentreaza pe analiza legislatiei europene privitoare la
contractele digitale, precum si pe analiza punctuala, comparativa, asupra modului in care fiecare stat a inteles implementarea si rolul contractelor digitale

in propria ordine juridica.

Abstract: The digital single market presents one of the 6 priority policies of the European Commission, its construction being carried out on three major
pillars: accessibility, environment and economy and society. Digital contracts are one of the main tools used worldwide, not just in Europe, to maximize
the growth of positive results in terms of an efficient economy. Starting from the analysis of European legislation in the field of digital contracts, this
article presupposes an approach that goes from general to special. Thus, in the first part of the article the defining elements for the digital single market
will be presented and analyzed; the second part of the article focuses on the analysis of European legislation on digital contracts, as well as on a
punctual, comparative analysis of how each state understood the implementation and role of digital contracts in its own legal order.
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Algoritmul - participant in procesul de incheiere a contractului
The Algorithm - Participant at the Conclusion of Contract

Drd. Crina-Maria Stanciu
Facultatea de Drept, Universitatea ,,Alexandru loan Cuza” din lasi

Codrin-Alexandru Stefaniu, Teaching Assistant
University of Aberdeen Scotland

Rezumat: La momentul in care se doreste Tncheierea unui contract, subiectul de drept se gaseste n ipostaza de a alege un scenariu potrivit acestei etape
(fie negociaza clauzele contractului, are loc un schimb al ofertei si al acceptarii). Cu toate acestea, insul urmareste adaptarea acestui proces la cerintele din
prezent pe care, de asemenea, omul si nevoile schimbatoare le vor dicta (incheierea contractului intr-un termen scurt; interpretarea corecta a clauzelor
contractuale Tn vederea respectirii vointei reale a partilor). Tn acest sens, lucrarea va incerca sa releve nivelul de incredere pe care omul 1l va putea avea in
algoritm, pornind de la modul Tn care este acesta tratat din punct de vedere juridic, comparandu-se conditiile necesare a fi indeplinite la incheierea unui
contract cu modul in care este programat acest nou instrument.

Abstract: At the moment when it is desired to conclude a contract, the subject of law find themselves in the situation of choosing a scenario in accordance
with this stage (either they negotiate the clauses of the contract or there is an exchange of offer and acceptance). However, the individual seeks to adapt
this process to the current requirements that mankind and changing needs will also dictate (concluding the contract in a short time; correct interpretation
of the contractual clauses in order to respect the real will of the parties). In this sense, the paper will try to reveal the level of trust that humans can have
in the algorithm, starting from the way it is treated from a legal point of view, all the way to comparing the necessary conditions to be met when
concluding a contract with how this new tool is programmed.
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Perspective curente de semnare a contractelor online in dreptul comparat
Current Perspectives for Online Contracts Signing in the Comparative Law

Drd. Andreea Luminita Butureanu-Carpusor
Facultatea de Drept, Universitatea ,,Alexandru loan Cuza” din lasi

Rezumat: Posibilitatea semnarii contractelor Tn varianta electronica este 0 practica raspandita cu mult Tnainte de Tnceputul pandemiei COVID-19 la nivel
contractelor, incheierea online aduce beneficii importante in reducerea birocratiei si pentru relatiile comerciale internationale. Lucrarea de fata isi propune
sa delimiteze specificul semnarii contractelor online in Roméania si Marea Britanie. Scopul acestui demers comparativ este atdt de a evidentia
oportunititile oferite de legislatia actuald, cét si de a identifica potentiale imbunatitiri legislative locale prin raportare la legislatia britanica. In prima
parte, discutim despre legislatia tirii noastre si tipurile de contracte care se preteazia semnirii online. In partea a doua, problematizim semnarea
contractelor online in Marea Britanie.

Abstract: The possibility of electronic contract signing is a widespread practice long before the onset of the global COVID-19 pandemic and continues to
facilitate relations between the parties, the provision of services and profit- making. Despite the possibility of fraudulent signing of contracts, online
signing brings important benefits in reducing bureaucracy and for international trade relations. This paper aims to delimit the specifics of signing online
contracts in Romania and the United Kingdom. The purpose of this comparative approach is both to highlight the opportunities offered by current
legislation and to identify potential local legislative improvements in relation to British legislation. In the first part, we discuss the legislation of our
country and the types of contracts that are suitable for signing online. In the second part, we approach the signing of online contracts in the UK.
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Buna-credinta in contractele click-wrap
Good Faith in Click-Wrap Contracts

Drd. Sorin-Claude Modreanu
Facultatea de Drept, Universitatea ,,Alexandru loan Cuza” din lasi

Rezumat: Dreptul a avut dintotdeauna menirea de a raspunde necesitatilor societatii, asigurand un cadru normativ raporturilor juridice desfasurate n
societate, care sa imprime siguranta circuitului civil. Evolutia din ce Tn ce mai rapida a tehnologiei reprezintd 0 provocare constanta pentru drept, care
trebuie sa-si demonstreze capacitatea de adaptare si sa fie intotdeauna actual. Asadar, intr-o societate cu 4.8 miliarde de utilizatori internet (61% din
intreaga populatie) este firesc faptul ca interactiunile dintre drept si internet sunt tot mai dese si mai importante. Tn acest articol este analizat asadar unul
dintre cele mai utilizate contracte incheiate prin intermediul internetului, si anume contractul de tip click-wrap, in care consimtamantul este exprimat prin
simpla apasare a unei casute. Astfel, este de interes modul Tn care functioneaza principiul general al bunei-credinte din materia contractuala in astfel de
acte juridice, ce efecte are acesta din urma si cum se aplica in aceasta situatie.

Abstract: Law was always destined to answer all the necessities of society, making sure that there is a legal framework for the legal relationships which
take place in society, that would induce certainty to the legal field. The ever faster technological evolution is a constant test for law, which has to
demonstrate its capacity to adapt and always stay actual. Thus, in a society with 4.8 billions of internet users (61% of the entire population) it is only
natural that interactions between law and internet are more frequent and important. In this article we analyse one of the most used remote contracts
concluded through the internet, which is the click-wrap contract, in which the consent is expressed simply by clicking on an icon. Such, the way that the
general contractual principle of good faith works in such legal acts, what are its effects and how it applies in this situation are of interest.
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Are the ISCID Arbitration Clauses in Investment Contracts Concluded via Smart Contracts Valid?

Elnur Karimov, PhD student
Kyushu University, Japan

Abstract: Technology has affected all realms of life, including law, and brought several questions that domestic and international law needs to deal with.
Blockchain technology that gained popularity with the emergence of intellectual technologies and crypto currencies is also being discussed within
contract law. Some of the questions include the wide interpretation of the concept of “consent”, and the validity of the consent written in advance in
computer codes, as well as in the ICSID arbitration. This Article describes the blockchain technology and its areas of application, the definition and form
of smart contracts and their differences from traditional types of contracts. It discusses the validity of arbitration clauses included in smart contracts in
the light of the International Convention on the Settlement of Investment Disputes and other texts of the ICSID related to the investment arbitration,
decisions of the ICSID tribunals and doctrine. Although it is hard to claim that even the institutional arbitration centers such as the ICSID possess the
necessary technical capacity to interact with smart contracts, this study has concluded that taking into account the level of flexibility of the condition of
the 'consent in writing' interpreted in several ICSID tribunal decisions on the jurisdiction, it is possible in theory to conclude a valid arbitration
agreement in the form of the smart contract which can be written in codes and self-executed. Besides, this Article has revisited the ICSID model
arbitration clauses and based on these clauses, suggested a new and appropriate arbitration clause for the smart contract.
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Utilizarea blockchain in solutionarea litigiilor
Blockchain Dispute Resolution

Drd. Tudor-Matei Rusu
Facultatea de Drept, Universitatea ,,Alexandru loan Cuza” din lasi

Rezumat: Nu prezinta o noutate faptul ca persoanele, din dorinta de a solutiona cat mai rapid un diferend, apeleaza cat mai des la mijloacele alternative de
solutionare a litigiilor. Aceasta situatie este intalnita, preponderent, n cazurile in care obiectul litigiului este unul relativ redus. Nici utilizarea platformelor
online de solutionare a litigiilor nu mai prezinta 0 noutate, acestea devenind din ce n ce mai folosite in ultima perioada. Un aspect de noutate este
reprezentat de utilizarea tehnologiei blockchain in solutionarea litigiilor. Prin utilizarea acestei tehnologii, platformele online structureaza procesul de
solutionare a litigiilor dar 1i si remunereaza pe arbitri. Totodata, tehnologia blockchain poate fi utilizata concomitent cu anumiti algoritmi in asa fel incat
litigiile sa fie solutionate fara interventia unui factor uman (doar in baza documentelor si cererilor depuse de catre partile litigante).

Abstract: The alternative dispute resolution methods (ADR) are not something new, neither the online dispute resolution platforms (ODR). In the last
period of time more and more online platforms started to use blockchain to settle disputes. The blockchain technology is used by the platforms to set up
arbitration, organize dispute adjudication and reward the arbitrators. Also, it can be used in a way which allows the disputing parties interact with each
other through the platform, while the latter acts like a mediator, using algorithms that facilitate the interaction between the parties.

LEGAL PERSPECTIVES ON THE INTERNET
INTERNATIONAL CONFERENCE - 5TH EDITION



Uberizarea dreptului - pericol sau oportunitate pentru profesiile juridice liberale?
Uberization of Law - Danger or Opportunity For The Liberal Legal Professions?

Drd. Catilin Boacna
Facultatea de Drept, Universitatea ,,Alexandru loan Cuza” din lasi

Rezumat: Termenul de uberizare a devenit prezent in limbajul uzual al ultimilor ani, odata cu extinderea celebrei firme americane de ride-sharing.
Principiul de baza este acela ca o0 aplicatie informatica instalata pe telefonul mobil poate creea legatura dintre un conducator auto independent si un client
care eviti serviciile de taximetrie. Criza sanitara provocata de coronavirus a accentuat uberizarea unor domenii precum piata muncii, medicina, IT, etc. In
acest context, apreciez ca termenul poate fi folosit Tn mod adecvat si in ceea ce priveste dreptul. Exista deja platforme care ofera servicii juridice online
sau intermediaza legatura dintre client si avocat. De asemenea, unele softuri legislative pot inlocui sfaturile juridice ale unui avocat sau pot prevedea
rezultatul unui proces prin folosirea unor algoritmi. Tn acest context, uberizarea dreptului reprezintd un pericol sau o oportunitate pentru contractul de
asistenta juridica definit de Legea 51/1995 privind organizarea si exercitarea profesiei de avocat?

Abstract: The term uberization has become present in the usual language of recent years, with the expansion of the famous American ride-sharing
company. The basic principle is that a computer application installed on the mobile phone can create the connection between an independent driver and a
customer who avoids taxi services. The health crisis caused by coronavirus has accentuated the uberization of areas such as the labor market, medicine,
IT, etc. In this context, | belive that the term can also be used appropriately in terms of law. There are already platforms that offer legal services online or
mediate the connection between the client and the lawyer. Also, some legislative software can replace the legal advice of a lawyer or can predict the
outcome of a lawsuit by using algorithms. In this context, does the uberisation of the law represent a danger or an opportunity for the legal aid contract
defined by Law 51/1995 on the organization and exercise of the legal profession?
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Executarea acordurilor incheiate prin mijloace electronice rezultate din mediere Tn
litigiile de comert international in baza Conventiei de la Singapore
Enforcement of Settlement Agreements Resulting from Mediation Concluded by Electronic Communication in
International Trade Disputes under the Singapore Convention

Drd. lonela-Diana Piatrasc-Bilan
Facultatea de Drept, Universitatea ,,Alexandru loan Cuza” din Iasi

Rezumat: Principala reticienta a partilor in a solutia litigiile de comert international prin mediere a fost lipsa de forta executorie a acordului de mediere.
The United Nations Convention on International Settlement Agreements Resulting from Mediation (the Singapore Convention), Conventia Natiunilor
Unite cu privire la acordurile internationale rezultate din mediere (Conventia de la Singapore) este primul instrument multilateral care reglementeaza
problematica referitoare la recunoasterea si executarea acordurilor de mediere internationale incheiate in materie comerciala. Prin prezentul articol ne
propunem sa analizam conditiile Tn care un acord de mediere si, in particular, un acord de mediere incheiat prin mijloace electronice poate fi pus in
executare conform Conventiei de la Singapore.

Abstract: The main reluctance of the parties to resolve international trade disputes through mediation was the lack of enforceability of settlement
agreement resulting from mediation. The United Nations Convention on International Settlement Agreements Resulting from Mediation (the Singapore
Convention) is the first multilateral instrument to regulate the recognition and enforcement of international settlement agreements resulting from
mediation concluded in commercial matters. This article aims to examine the conditions under which a settlement agreement resulting from mediation
and, in particular, a settlement agreement concluded by electronic communication is enforceable in accordance with the Singapore Convention.
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Repararea prejudiciului contractual in diferite state europene
Repair of the Contractual Damages in Different Systems of Law

Dr. Violeta Melnic
Coordonator Centrul de Studii Juridice Europene, E-Institute

Rezumat: Prejudiciul contractual survine Tn rezultatul neindeplinirii obligatiei contractuale de catre una din parti. Recuperarea acestuia este importanta
pentru cealalta parte, si pentru intervenirea acesteia este necesar ca prejudiciul sa fie cert, neexecutarea obligatiei sa fie imputabila debitorului, si ca acesta
apreciere de catre parti, arbitri si judecatori. Prin urmare, se impune, stabilirea unor clauze contractuale suficiente pentru aprecierea adecvata si integrala a
eventualelor prejudicii care pot surveni ca rezultat al neexecutarii obligatiei.

Abstract: The contractual damages occur as a result of failure to fulfill the contractual obligation by one contractual party. Its recovery is important to
the other side, and for this to occur it is necessary that the inquired prejudice to be certain, to be attributable to the debtor defaults and it was not
repaired. General rules for measuring contractual damages are recited partly in the laws of other states, and provides discretionary appreciation by the
parties, arbitrators and judges. Therefore, it is required to establish proper contractual clauses for adequate and full assessment of any possible damages
that may occur as a result of default.
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Unele consideratii mai de aproape privind timpul de munca la distanta
Some Considerations From a Closer Look at Distance Working Time

Conf. univ. dr. Septimiu Vasile Panainte
Facultatea de Drept, Universitatea ,,Alexandru loan Cuza” din lasi

Rezumat: Digitalizarea accentuata a activitatilor n ultimii ani a determinat cresterea semnificativa a situatiilor in care munca este prestata de la distanta.
Dincolo de avantaje, se pot identifica si o serie de riscuri, iar printre acestea se afla si aspectele care privesc evidenta si gestionarea timpului de munca.
Legea nr. 81/2018 privind reglementarea activitatii de telemunca poate fi apreciata ca adecvata in multe privinte. Totusi, contine si aspecte perfectibile
privind: riscul stabilirii de conditii restrictive in regulamentele interne Tn raport de stabilirea programului de lucru si de verificarea activitatii
telesalariatilor de catre reprezentantii organizatiilor sindicale ori de catre reprezentantii salariatilor, reglementarile concrete privind evidenta timpului de
lucru (sunt insuficiente), protectia impotriva fragmentarii excesive a timpului de lucru, necesitatea asigurarii unui just echilibru intre viata profesionala si
cea privata a telesalariatului, consacrarea dreptul la deconectare etc.

Abstract: The increased digitalization of activities in recent years has determined a significant evolution of situations in which work is performed
remotely. Beyond the benefits, a number of risks can be identified, and among them are the aspects regarding the record and management of working time.
Law no. 81/2018 on telework activity is definitely adequate in many aspects. Nevertheless, it also contains issues that can be improved regarding: the risk
of setting up restrictive conditions in the internal regulations concerning the establishment of the work schedule or the verification of the activity of
teleworkers by union representatives, concrete regulations on working time records (they are insufficient), protection against excessive fragmentation of
working time, the necessity to ensure a fair balance between the professional and private life of the teleworker (it is not enough taken into account), the
right to disconnect (it is not settled) etc.
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Riscurile psihosociale intilnite de salariati in raporturile de munca specifice economiei digitale. Dreptul la deconectare
Psychosocial Risks Encountered by Employees in Digital Economy Employment Relationships. The Right to Disconnect

Drd. Alexandra Valcelaru
Facultatea de Drept, Universitatea din Bucuresti

Rezumat: Desi poate fi considerata drept raspunsul la multe dintre problemele cu care se confrunta partile unui raport de munca, munca digitala, indiferent
de forma in care este prestata, expune lucratorii la 0 serie de riscuri psihosociale, de natura a vatama sanatatea fizica si psihica, dar si bunastarea acestora.
Cel mai concludent exemplu este oferit de pandemia de Sars-CoV-2, care a redefinit raporturile de munca, dar a adus in prim-plan si problema burnoutului
cu care se confrunta lucritorii digitali. Tn acest context, la nivel international atét statele, prin intermediul modificarilor legislative, cét si angajatorii, prin
politicile interne incearca sa diminueze acest fenomen, una dintre cele mai importante masuri adoptate fiind reglementarea dreptului la deconectare al
lucratorilor digitali.

Abstract: Although it can be considered as an answer to many of the problems faced by the parties of an employment relationship, digital work, regardless
of the form in which it is performed, exposes workers to a number of psychosocial risks, such as harm to their physical and mental health, but also to their
well-being. The most conclusive example is the one provided by the Sars-CoV-2 pandemic, which redefined employment relations, but also brought to the
attention the problem of the burnout syndrome faced by the digital workers. In this context, internationally, both states, through amendments of the
legislation, and employees, through internal policies try to reduce the burnout phenomenon, one of the most important measures being the regulation of
the digital workers right to disconnect.
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incheierea si executarea contractelor individuale de munci in lumina noilor reglementiri privind introducerea
semnaturii electronice si a altor mijloace informatice de comunicare si stocare
The Conclusion and Execution of a Romanian Labour Contract in the Light of Electronic Signatures
and other Electronic Means of Communication and Storage

Drd. Maria Tatiana Radu
Facultatea de Stiinte Economice, Universitatea Lucian Blaga din Sibiu

Rezumat: Prin Ordonanta de urgenta a Guvernului nr. 36/2021 s-a introdus pentru intocmirea tuturor inscrisurilor/documentelor din domeniul relatiilor de
munca rezultate la incheierea contractului individual de munca, pe parcursul executarii acestuia sau la Tncetarea contractului individual de munca, in
conditiile stabilite prin regulamentul intern si/sau contractul colectiv de munca aplicabil, potrivit legii, dupa caz, semnéatura electronica avansata sau
semnatura electronica calificatd, insotita de marca temporald electronica sau marca temporald electronica calificata si sigiliul electronic calificat al
angajatorului.

Abstract: By the Government Emergency Ordinance no. 36/2021, it has been decreed mandatory to elaborate all documents in the field of labour relations
resulting from the conclusion of individual employment contracts, both during their execution and at their termination. This is to occur under the
conditions established by the internal regulations and/or the collective labour contract, where applicable. The documents must then be signed in
accordance with the stipulations dictated by law i.e. advanced electronic signature or qualified electronic signature along with the electronic or qualified
timestamp and the qualified electronic seal of the employer.
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Utilizarea internetului si a mediului de comunicare electronic in negocierea (incheierea) contractelor colective de
munca si in declansarea conflictelor colective de munca
Use of the Internet and the Electronic Communication Environment in the Negotiation (Conclusion) of
Collective Labor Contracts

Drd. Gioni Popa Gavrilovici
Institutul de Cercetari Juridice, Politice si Sociologice Chisinau

Drd. Catalin Faghian
Institutul de Cercetari Juridice, Politice si Sociologice Chisinau

Rezumat: Pandemia de Covid 19, dar si cea de-a patra revolutie industriala la care suntem contemporani, nu are cum lasa nemodificate domeniile si
institutiile vietii umane in general, si pe cele de drept in special. Pe cale de consecinta, acestei legitati firesti se vor supune si cele doua mari institutii ale
dreptului muncii, reprezentate de catre contractele colective de munca si conflictele colective de munca.

Abstract: The Covid 19 pandemic, but also the fourth industrial revolution in which we are contemporaries, has no way to leave unchanged the fields and
institutions of human life in general, and those of law in particular. As a consequence, the two great institutions of labor law, represented by collective
labor agreements and collective labor disputes, will also be subject to this natural law.
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The Boundaries of Legal Digitalization

Oksana Kiriiak, Associate professor
Law Faculty of Yuriy Fedkovych Chernivtsi National University

Abstract: The contribution is devoted to the issues of qualitative updating of Ukrainian legislation, due to which the digitalization is becoming an
important determinant in the intensification of civil relations, and also plays a leading role in optimizing the exchange of information not only between
counterparties or consumers but also with fiscal and other regulatory authorities. In fact, the level of informatization is one of the main indicators of the

socio-economic development of the state, which is objectively impossible without detailed legal regulation of these processes. In this context, the legal
regulation of some of these issues immediate improvement and transformation.
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Aspecte legale privind licitatiile de arta online
Legal Aspects Regarding On-line Art Auctioning

Dr. Vlad Vieriu, cadru didactic asociat
Facultatea de Drept, Universitatea ,,Alexandru loan Cuza” din lasi

Rezumat: Lato sensu, patrimoniul cultural mobil se suprapune peste o arie mult mai extinsa a vietii noastre culturale, mult peste dimensiunea strict tehnica
a bunurilor clasate Tn patrimoniul cultural mobil national. Civilizatia umana contemporana este astdzi interesatad de viata sa culturala mai mult decét
niciodata. Circulatia bunurilor culturale s-a intensificat odata cu cresterea apetitului pentru cultura, pe fondul unei perioade postbelice de pace si
prosperitate. Mijloacele tehnice au permis treptat gestionarea drepturilor asupra bunurilor culturale la distanta, iar apogeul a fost atins Th momentul in care
incheierea la distanta a actelor juridice a devenit o necesitate in timpul pandemiei. Astfel a luat nastere un univers aparte al licitatiilor de arta online, ale
carui particularitati juridice sunt de actualitate.

Abstract: Lato sensu, the moveable cultural heritage overlaps a much wider area of our cultural life, much more than the strictly technical dimension of
objects which are listed in the national moveable cultural heritage. The contemporary human civilization is interested, now more than ever, in its cultural
life. The circulation of cultural property has intensified with the increase in the interest in culture, in the light of a peaceful and prosper post war period.
The technical means have allowed the remote management of rights on cultural property, and its peek was reached when the conclusion of legal acts
turned into a necessity during the pandemic. Thus, a specific universe of on-line art auctioning came to light, and its legal particularities are of current
interest.
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Licentele Creative Commons: o solutie alternativa la dreptul de autor in era digitala
Creative Commons Licences: An Alternative Solution to Copyright in the Digital Era

Drd. Alexandru Toma
Facultatea de Drept, Universitatea ,,Alexandru loan Cuza” din lasi

Rezumat: Internetul a facilitat diseminarea operelor si a schimbat modul in care acestea sunt folosite odata ce o lucrare este publicatd pe un website,
oricine din lume o poate descarca, exploata, modifica sau republica. Tn acest context, protejarea muncii cuiva in intreaga lume devine complicati, daci nu
chiar imposibild, cu exceptia cazului Tn care autorul controleaza pe deplin difuzarea operei sale. Pentru a remedia acest tip de situatie, proiectul Creative
Commons ofera o protectie globala a operelor, adaptandu-se la legile nationale deja existente cu privire la dreptul de autor. Veritabile contracte cu valoare
juridica puternica, licentele CC garanteaza autorului un control asupra operei sale, din moment ce acesta alege in avans modul de utilizare a operei si,
totodata, ofera utilizatorilor posibilitatea de a vizualiza, descarca si distribui continut Tn mod liber.

Abstract: The Internet has facilitated the dissemination of works and changed the way they are used. Once a work is published on a website, anyone in the
world being able to download, exploit, modify or republish it. Therefore, protecting one's work around the world becomes complicated, if not impossible,
unless the author fully controls the dissemination of his work. In order to remedy this type of situation, the Creative Commons project offers a global
protection of works, adapting to the already existing national laws regarding the copyright. Creative Commons licenses, being real contracts with strong
legal value, guarantees the control of content creator over his work, since he chooses in advance how to use the work, and also provides users the
opportunity to view, download and distribute freely the content.
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Non-fungible tokens sau despre himere juridice
Non-Fungible Tokens As Legal Chimeras

Asist. univ. drd. Despina-Martha Iluca
Facultatea de Drept, Universitatea ,,Alexandru loan Cuza” din lasi

Drd. Ramona-Daniela Stangaciu
Facultatea de Drept, Universitatea ,,Alexandru loan Cuza” din lasi

Rezumat: Se admite ca notiunea de NFT reprezinta un acronim pentru ‘non-fungible token’ si are rolul de a desemna un token virtual, nefungibil,
nealterabil si care este creat pentru a indeplini rolul de certificat digital care atesta ,,proprietatea” cu privire la o versiune digitala a unui bun. Mecanismul
de functionare al acestui token are la baza aceleasi fundamente precum cele care asigura existenta si functionarea monedelor virtuale de tipul bitcoin,
ethereum, cardano, dogecoin, libra, si anume tehnologia blockchain. Totusi, exista particularitati imprimate de intentia de a crea, de aceasta data, un token
nefungibil, spre deosebire de monedele anterior amintite. Prin intermediul prezentului studiu ne propunem sa conturam aspecte privind definirea notiunii
de NFT, mecanismul de functionare, configurarea pietei de NFT-uri si, mai ales, calificarea juridica a operatiunilor prin care se tranzactioneaza NFT-uri,
n special in contextul in care aceste token-uri pot constitui mijloace prin care se vand opere de arta digitala pe 0 piata deosebit de dinamica.

Abstract: It is acknowledged that NFT is an acronym for non-fungible token and it designates a virtual token, non-fungible, unchangeable, with the role of
a digital certificate, serving as proof of ownership regarding a digital version of an asset. The operating mechanism of this token is the same as that which
ensures the existence and functioning of cryptocurrencies such as bitcoin, ethereum, cardano, dogecoin, libra, more precisely, the blockchain technology.
Nevertheless, there are certain particularities determined by the intention to create a non-fungible token, in contrast to the aforementioned
cryptocurrencies. Through the present study, we aim to outline aspects regarding the definition of an NFT, its operating mechanism, the structure of the
market for NFTs, and, especially, the legal nature of the operations through which NFTs are traded - all of these mostly in the context in which such tokens
can be a mean of selling digital artwork in a highly dynamic market.
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Competenta trans-teritoriala in epoca interactiunilor virtuale
Trans-territorial Jurisdiction in the Age of On-line Interactions

Conf. univ. dr. Bogdan Radu Bobei
Facultatea de Drept, Universitatea din Bucuresti

Rezumat: Conceptul de ,trans-teritorialitate” a devenit familiar Tn contemporanul discurs juridic. Dezvoltarea acestui concept poate fi atribuita
interactiunilor on line. Unul din palierele acestei dezvoltari implica, inevitabil, notiunea competentei trans-teritoriale. ,,Competenta inseamna putere” este
una din ideile vehiculate Tn anul 1913. Era vorba despre puterea statelor-natiune. Aceeasi idee a inspirat solutia pronuntata in bine-cunoscutul litigiu Lotus
(1927) solutionat de Curtea Permanenta de Justitie Internationala. Astazi, in 2021, ,,competenta inseamna, de asemenea, putere”. De data asta, este vorba
si despre puterea actorilor privati. Aceasta putere este sursa competentei trans-teritoriale exercitate de instantele locale de judecata.

Abstract: The concept of ‘trans-territoriality’ has become familiar to the contemporaneous legal discourse. The development of this concept might be
attributed to the on-line interactions. One of the levels of such development inevitably involves the notion of trans-territorial jurisdiction. Jurisdiction
means power’is one of the ideas spread in 1913. It has been about the power of the nation-States. The same idea inspired the award rendered in the well-
known case Lotus (1927) ruled by the Permanent Court of International Justice. Today, in 2021, ‘Jurisdiction means power too’. This time it is also about
the power of the private actors. Such power is the source of the trans-territorial jurisdiction exercised by the local courts.
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Arma secreta a concurentilor: cuvintele cheie pentru SEO
The Secret Weapon of the Competitors: the Keywords for SEO

Conf. univ. dr. Lucia Irinescu
Facultatea de Drept, Universitatea ,,Alexandru loan Cuza” din lasi

Rezumat: Motor de cautare, SEO si cuvinte cheie: acestia sunt termeni care contribuie direct la succesul unei afaceri pe internet. Identificarea usoara
online si captarea traficului utilizatorilor de Internet sunt probleme cheie pentru toate companiile cu prezenta digitala. Prin urmare, optimizarea
vizibilitatii sale Tn paginile de cautare necesita optimizarea motoarelor de cautare (optimizarea motoarelor de cautare sau SEQ), dar si crearea strategiilor
de achizitie a traficului cu cuvinte cheie. Gigantul american Google, care detine suprematia Tn materia motoarelor de cautare, este totodata, si campion al
amenzilor ncasate pentru acte de concurenta neloiala pe platformele digitale.

Abstract: Search engine, SEO and keywords: these are terms that directly contribute to the success of an internet business. Easy online identification and
capturing Internet user traffic are key issues for all companies with a digital presence. Therefore, optimizing its visibility in search pages requires search
engine optimization (search engine optimization or SEO), but also the creation of strategies to acquire keyword traffic. The American giant Google, which
holds the supremacy in the field of search engines, is also the champion of the fines collected for acts of unfair competition on digital platforms.
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Suveranitatea digitala - viitorul spatiului virtual?
Is Cyber Sovereignty the Future of Cyberspace?

Lect. univ. dr. Carmen Moldovan
Facultatea de Drept, Universitatea ,,Alexandru loan Cuza” din lasi

Rezumat: Conceptul de suveranitate digitald a fost promovat intens de catre China si Federatia Rusa si se doreste a fi 0 transpunere a in mediul virtual a
principiului suveranitatii din dreptul international public. De esenta sa este opozitia fata de ideea libertatii internetului in lipsa reglementarilor din partea
statelor. Prezenta lucrare isi propune sa exploreze, dintr-o perspectiva critica, principalele trasaturi si implicatii ale suveranitatii digitale, prin trimitere la
principiile dreptului international. Pana in prezent, la nivelul ONU s-a cristalizat concluzia aplicabilitatii principiilor dreptului international in Cyberspace
(inclusiv a principiului suveranitatii), insa nu este clar daca aplicarea acestora se realizeaza Tn aceeasi parametri si avand acelasi sens ca in spatiul fizic.

Abstract: Cybersovereignty is a concept highly supported by China and the Russian Federation, considering it as an application of the principle of state
sovereignty. In essence, it is opposed to the idea of an open Internet outside State regulations. The aim of this paper is to critically explore the main
features and implications of the concept of Cybersovereignty by reference to the basic principle of sovereignty in International Law. At this date, within
the United Nations the conclusion of specialized working groups is that principles and norms of International Law are applicable in Cyberspace.
However, it is far from clear if the same parameters and meaning as in the physical space are applicable.
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Dreptul algorithmic
Algorithmic Law

Silvia Uscov, Avocat
Baroul Bucuresti

Rezumat : Dreptul este un set de reguli de convietuire sociald, asa cum contractul este un set de reguli prin care partile stabilesc regulile raportului juridic
respectiv. Este firesc sa ne putem intrebarea daca normele juridice sau clauzele contractuale pot fi ,,traduse” intr-un limbaj de programare care sa ofere

g v,

pe care le implica o astfel de operatiune.

Abstract: The law is a set of rules of social coexistence, just as the contract is a set of rules by which the parties establish the rules of the respective legal
relationship. It is natural to ask ourselves whether legal rules or contractual clauses can be "translated” into a programming language that provides the
algorithmic solution to a legal problem, and "if" the answer is positive, “"then" what are the limits of this new possibility, assessing the potential risks
involved in such operation.
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Natura si impozitarea veniturilor provenite din activitatea de streaming
The Nature and the Taxation of Income from Streaming Activity

Marius-Cosmin Macovei, Consilier juridic
Asociatia Profesionala Colegiul Consilierilor Juridici din Iasi

Asist. univ. drd. Rares-Vasile Voroneanu-Popa
Universitatea de Medicina si Farmacie ,,Gr. T. Popa” lasi

Rezumat: Prezenta lucrare propune relevarea unor aspecte de drept fiscal privind natura si modul de impozitare a veniturilor realizate de persoanele fizice
care pun la dispozitia consumatorilor continut digital, Tn urma incheierii cu acestia din urma a unui contract de furnizare de continut digital, pe scurt,
activitatea de streaming. Cu toate ca acest concept a aparut de acum aproape o suta de ani, streaming-ul a devenit un instrument des utilizat dupa anii 2000
n ultimii In industria jocurilor video, muzica, televiziune si radio. Tn ultimii ani insa, cu precadere in anul 2020, a devenit 0 sursa importanti de venit
pentru diverse categorii de persoane, activa pentru unele, ajungand sa fie un loc de munca, sau pasiva, ca hobby. Cresterea considerabila a acestora,
implicit si a cuantumului veniturilor realizate poate ridica probleme insa, precum daca si in ce mod pot fi impozitate, date fiind formele de obtinere a lor.

Abstract: This paper proposes to reveal some aspects of tax law regarding the nature and method of income taxation made by individuals who provide
consumers with digital content, following the conclusion with the latter of a contract for the supply of digital content, in short, the activity of streaming.
Although this concept appeared almost a hundred years ago, streaming has become a tool often used since the late 2000s in the video game, music,
television and radio industries. In recent years, however, especially in 2020, it has become an important source of income for various categories of people,
active for some, becoming a job, or passive, as a hobby. However, the considerable increase of them, implicitly and of the amount of realized incomes can
raise problems, as well as if and in what way they can be taxed, given the forms of obtaining them.
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Portabilitatea datelor cu caracter personal: efecte de tip insular vs. efecte de tip arhipelag
Portability of Personal Data: Insular Effects vs. Archipelago Effects

Lect. univ. dr. Juanita Goicovici
Facultatea de Drept, Universitatea Babes-Bolyai din Cluj-Napoca

Rezumat: Studiul abordeaza problematica portabilititii datelor cu caracter personal, in perimetrul exercitarii dreptului persoanei vizate de acces la datele cu caracter personal colectate si prelucrate de
cétre operatorii de date cu caracter personal, astfel cum este conturat in textul art. 15 din Regulamentul General nr. 679 din 27 aprilie 2016 privind protectia persoanelor cu privire la prelucrarea datelor
cu caracter personal si libera circulatie a acestor date. Exercitarea dreptului la portabilitatea datelor cu caracter personal nu implicd doar efecte insulare, ci antameaza efecte de tip arhipelag, prin
prisma faptului ca se pozitioneaza Tn prima linie a exercitarii efective a altor drepturi esentiale ale persoanei vizate, In optica dispozitiilor GDPR, conditionand implicit, intr-o masura considerabila,
exercitarea dreptului de acces la datele cu caracter personal, dreptul la rectificare a datelor cu caracter personal si dreptul de a se opune prelucrarii datelor cu caracter personal. Controlul exercitat de
persoana vizata asupra prelucrarii datelor cu caracter personal si participarea activa a persoanei vizate la actualizarea preferintelor sale Tn ceea ce priveste consimtdmantul la prelucrarea datelor cu
caracter personal, inclusiv decizia de a transfera datele cu caracter personal catre un alt operator isi gasesc expresia normativa in binomul reprezentat de dreptul de acces al persoanei vizate si dreptul
la portabilitatea datelor. Portabilitatea datelor necesita punerea in aplicare a standardelor tehnice pertinente, in ceea ce priveste adecvarea mecanismului care vizeaza facilitarea transferului de date
intre operatori, inclusiv prin prisma capacititii de a exporta datele utilizatorului intr-un fisier digital accesibil utilizatorului, promovand astfel interoperabilitatea, precum si facilitarea identificarii
datelor si controlul efectiv al persoanei vizate asupra procesarii datelor cu caracter personal.

Abstract: The study addresses the issue of the personal data portability, in the perimeter of the exercising of the data subject’s right of access to personal data collected and processing by personal
data controllers, as outlined in the text of art. 15 of Regulation no. 679 of 27 April 2016 on the protection of individuals with regard to the processing of personal data and on the free movement of
such data. The exercise of the right of personal data portability does not imply merely insular effects, since it consequentially engages archipelago effects, as it is at the forefront of the effective
exercise of other essential rights of the data subject, in the light of the GDPR provisions, implicitly conditioning, to a considerable extent, the exercise of the right of access to personal data, the right
to rectification of personal data and the right to oppose the processing of personal data. The subject’s control exercised over the personal data processing concerning the active participation of the
data subject in updating his / her preferences in terms of consenting to personal data processing, including the decision to port the personal data to another controller find their normative expression
in the binomen represented by the data subject’s right of access and the right of data portability. Data portability requires the implementing of pertinent technical standards, in terms of adequacy and
appropriateness of mechanism aimed at the facilitating of the transfer from one data controller to another, such as the ability to export user data into a user-accessible local file, thus promoting
interoperability, as well as facilitating searchability and data subject’s effective control over data processing.
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Protectia datelor cu caracter personal si serviciile digitale - perspective ale Uniunii Europene
Data Protection and Digital Services - European Union Perspectives

Drd. Andreea Serban
Facultatea de Drept, Universitatea ,,Alexandru loan Cuza” din lasi

Claudio Barbosa Teixeira
Master in European Law (LLM), College of Europe
Master in Public International Law and EU Law, University of Coimbra

Rezumat: Uniunea Europeana face noi pasi pentru reglementarea spatiului digital. Tn urma adoptirii Regulamentului general privind protectia datelor
(GDPR), Comisia Europeana lanseaza doua noi propuneri de regulament care vizeaza reglementarea mediului online, Actul legislativ privind serviciile
digitale si Actul legislativ privind pietele digitale, cu scopul de a crea un mediu online mai sigur, in care drepturile fundamentale ale utilizatorilor sa fie
protejate. Cu toate acestea, existd Tn continuare dezbateri privind modul in care prevederile acestor regulamente vor fi coroborate cu GDPR. Tn prezentul
studiu, vom urmari potentialul impact al noilor propuneri legislative europene asupra normelor privind protectia datelor cu caracter personal.

Abstract: The EU is taking further steps towards the regulation of the digital space. Following on the adoption of the General Data Protection Regulation
(GDPR), the European Commission now proposes two new regulation proposals aimed at regulating online markets, the Digital Services Act and Digital
Markets Act, aiming to create a safer online environment, where fundamental rights of users are protected. However, it is still up for discussion how these
proposals will articulate with GDPR provisions. In this study, we shall discuss the potential impact on data protection rules of the latest EU legislative
push and how it intends to balance new horizontal regulation for digital markets with already existing legislation, namely on data protection.
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Aspecte teoretice si jurisprudentiale privind respectarea GDPR la incheierea si executarea unui contract
Theoretical and Jurisprudential Aspects Regarding GDPR Compliance When Concluding or Performing a Contract

Lect. univ. dr. Mirela Carmen Dobrila
Facultatea de Drept, Universitatea ,,Alexandru loan Cuza” din lasi

Rezumat: Dreptul la protectia datelor cu caracter personal reprezinta un drept fundamental care trebuie protejat la nivel european si la nivel global, iar
Regulamentul (UE) 2016/679 al Parlamentului European si al Consiliului din 27 aprilie 2016, Regulamentul general privind protectia datelor
(RGPD/GDPR), a reformat cadrul destinat sa asigure protectia datelor cu caracter personal, asigurand repere clare si certitudine cu privire la prelucrarea
datelor cu caracter personal ale persoanelor in conditii de siguranta. In articol sunt analizate conditiile care trebuie respectate, conform RGPD/ GDPR
pentru prelucrarea datelor cu caracter personal atunci cand temeiul legal al prelucrarii este articolul 6 alin. 1 litera b din RGPD/ GDPR, adica atunci cand
sunt prelucrarea datelelor cu caracter personal este necesara pentru a executa unui contract la care persoana vizata este parte sau pentru a face demersuri la
cererea persoanei vizate Tnainte de Tncheierea unui contract, cu unele corelatii si cu alte temeiuri legale pentru prelucrare;in articol sunt indicate si unele
repere din jurisprudenta europeana relevanta in acest sens.

Abstract: The right to the protection of personal data is a fundamental right that must be protected at European and global level, and Regulation (EU)
2016/679 of the European Parliament and of the Council of 27 April 2016, General Regulation on Data Protection (RGPD / GDPR ), reformed the
framework regarding the protection of personal data, ensuring clear conditions of processing and certainty for the processing of personal data of persons
in safe conditions. The article analyzes the conditions to be met, according to the RGPD / GDPR for the processing of personal data when the legal basis
for the processing is Article 6 (1) (b) of the RGPD / GDPR, ie when the processing of personal data is necessary to perform a contract to which the data
subject is a party or to take action at the request of the data subject before concluding a contract, with some correlations and other legal grounds for
processing; the article also highlights some relevant European case law.
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Directiva NIS: dezvoltarea unei reglementari-cadru privind securitatea informatiilor din UE
The NIS Directive: Developing the EU Cybersecurity Regulatory Framework

Dr. Stefan Razvan Tataru, cadru didactic asociat
FEEA, Universitatea ,,Alexandru loan Cuza” din lasi

Rezumat: Ultimele decenii sunt caracterizate prin digitalizare si inovare tehnologica, evolutie care a determinat atat eficientizarea activitatilor economice
dar si riscuri asupra securitatii informatiilor de afaceri si a datelor cu caracter personal. Directiva (UE) 2016/1148 privind masuri pentru un nivel comun
ridicat de securitate a retelelor si a sistemelor informatice — Directiva NIS - vizeaza protejarea infrastructurilor critice si digitale pentru asigurarea
functionarii sistemelor considerate esentiale pentru populatie, stabilind in sarcina operatorilor de servicii esentiale si a furnizorilor de servicii digitale
obligatia de a implementa masuri minime de protectie corelate cu riscurile la securitatea sistemelor informatice. Tn prezentul studiu ne propunem sa
analizam modul in care Directiva NIS impacteaza afacerile si, totodata, sa evaluam interactiunea prevederilor acesteia cu cele ale Regulamentului UE
2016/679 - Regulamentul general privind protectia datelor cu caracter personal (GDPR).

Abstract: The last decades are characterized by digitalization and technological innovation, an evolution that has determined both the efficiency of
economic activities and risks on the security of business information and personal data. Directive (EU) 2016/1148 concerning measures for a high
common level of security of network and information systems - the NIS Directive - aims to protect critical and digital infrastructures to ensure the
functioning of systems considered essential for the population, laying down essential service operators and digital service providers the obligation to
implement minimum protection measures related to the risks to the security of information systems. In this study we aim to analyze how the NIS Directive
impacts business and, at the same time, to evaluate the interaction of its provisions with those of EU Regulation 2016/679 - General Regulation on the
protection of personal data (GDPR).
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inseliciunea prin intermediul sistemelor informatice. Dificultiiti in incadrarea juridica
Misrepresentation by Cyber Means. Interference Between Multiple Crimes

Drd. Mihnea Valentin Stoicescu
Facultatea de Drept, Universitatea ,,Alexandru loan Cuza” din lasi

Rezumat: Evolutia continua a tehnologiei a creat si persista Tn a crea mediul propice dezvoltirii de noi metode de inselare a Increderii. Tn aceste conditii,
legiuitorul penal roman a depus eforturi in a tine pasul cu noile realitati, sens in care au fost incriminate o serie de noi infractiuni dedicate utilizarii
frauduloase a sistemelor informatice, infractiuni care se suprapun insa partial cu infractiunile traditionale. Spre exemplu, aceasta problema s-a observat cel
mai clar in cazul fraudei informatice si a inselaciunii Tn ipoteza in care sistemele informatice sunt utilizate, intr-o anume masura, pentru inducerea in
eroare a subiectului pasiv. Ne punem astfel intrebarea unde ar trebui facuta delimitarea intre o inselaciune comisa prin mediul online si 0 infractiune
complet noud, specifica criminalitatii informatice.

Abstract: The continuous evolution of technology created the perfect environment for the development of new methods of committing frauds. As such, the
Romanian criminal law has been struggling on keeping up with the new types of cases arising and several new crimes have been regulated. This caused
several interferences between the new crimes specifically targeting the fraudulent usage of cyber space and the traditional crimes, like misrepresentation,
where cyber means have been used to some extent in order to mislead the victim. Where should we draw the line between a new method of
misrepresentation and a completely new crime specifically aiming for cyber fraud?
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Aspecte penale in hartuirea electronica
Criminal Aspects in Electronic Harassment

Drd. Maria-Ramayana Nesvadba
Facultatea de Drept, Universitatea ,,Alexandru loan Cuza” din lasi

Rezumat: In Romania, relativ recenta criminalizare a hartuirii prin mijloace electronice se limiteaza la domeniul cyberbullyingului sau al violentei domestice ( art. 208 din Codul Penal, Legea
106/2020 ) , lasand fara reglementare spatii ce reclama din ce in ce mai insistent trasarea unor granite intre licit si ilicit, ca urmare a evolutiei galopante a tehnologiilor emergente, perspectivei de
structurare a internetului bunurilor si corpurilor si a sporirii riscului in retea pe fondul conturarii oportunitatilor de folosire a acestor medii intr-un real razboi cybernetic, nu doar impotriva natiunilor
sau a entitatilor economice structurate juridic, ci chiar a subiectilor de drept individual determinati, ca persoane tinta. Recenta revenire Tn spatiul public ( indeosebi n sferele diplomatice , fara a se
limita insa la acestea ) a dezbaterilor despre Sindromul Havana, interesul crescut al fortelor militare pentru neurostiinte si proiectarea armelor scalare, Tn antamarea conflictelor militare ale viitorului, Tn
care nu va mai fi loc pentru arme conventionale, readuce in dezbaterea academica psihotronica, nu atat sub aspectul detaliilor tehnologice specifice, ci sub cel al insuficientei sale reglementari,
Tndeosebi Tn identificarea si trasarea coordonatelor necesare disocierii conduitei licite de cea cu valente penale,nu doar Tn ce priveste dreptul penal material, ci si dreptul procesual penal,indeosebi sub
aspectul trasabilitatii dintre originarea conduitei ilicite si rezultatul periculor produs ( prin vatamarea valorilor sociale ocrotite de legea penald), Tntrucét patrundem Tntr-un spatiu al activitatii umane
posibil ilicite Tn care instrumentele clasice puse la dispozitia anchetatorilor , Tn capitolul probatoriilor, nu mai sunt relevante. Lucrarea isi propune sa anticipeze solutii de reglementare, prin analiza
tendintelor observabile in aceasta materie in legislatia si jurisprudenta altor state, cu precadere la nivel european, fara a se rezuma la acestea.

Abstract: In Romania, the relatively recent criminalization of harassment by electronic means is limited to the field of cyberbullying or domestic violence (art. 208 of the Criminal Code, Law
n0.106/2020), leaving without law and regulations increased spaces which are claiming insistently that boundaries between legal and illegal be drawn , as a result of the rampant evolution of
emerging technologies, especially the prospect of structuring the Internet of the goods and the bodies and the escaladating risk of network amid opportunities to use these environments in a real cyber
war, not only against nations or legally structured economic entities, but even aginst determined individual subjects of law, as targeted persons. The recent come back in the public eye (especially in
the diplomatic spheres, but not limited to them) of the debates on Havana Syndrome, the increased interest of military forces for neuroscience and the design of scalar weapons, anticipating future
military conflicts, in which there will be no room for conventional weapons, brings back the psychotronic in the academic debate, not so much in terms of specific technological details, but in terms of
its insufficient regulation, especially in identifying and drawing the coordinates necessary to dissociate the criminal valences of such an activity, not only regarding the material criminal law, but also
the criminal procedural law, especially in terms of traceability between the origin of the illicit conduct and the result of the danger produced (by harming the social values protected by criminal law),
as we enter a space of a possible illicit human activity, in which the classical instruments made available to investigators, concernig their probation and evidence, are no longer relevant. The paper
aims to anticipate regulatory solutions, by analyzing the trends observable in this matter in the legislation and jurisprudence of other states, especially at European level, without being limited to them.
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Aspecte de drept comparat privind metodele speciale de supraveghere sau cercetare utilizate in lupta impotriva
criminalitatii informatice in legislatia din Roméania si Republica Moldova

Aspects of Comparative Law Regarding the Special Methods of Surveillance or Research Used in the Fight Against
Computer Crime in the Legislation of Romania and the Republic of Moldova

Drd. Vasile Popa
Universitatea de Stat din Moldova

Rezumat: In ultimii ani, favorizata si de situatia pandemica, s-a observat ca in timp ce lumea digitala aduce beneficii enorme, creeaza si mari vulnerabilitati. Incidentele din spatiul
virtual sunt in crestere la un nivel alarmant si ar putea perturba furnizarea de servicii esentiale, prin amenintari cu origini diferite, indreptate atat asupra persoanelor fizice cat si
juridice. Internetul, ca instrument principal al criminalitatii informatice, prezinta o infinitate de utilizari, ceea ce duce in mod inevitabil la diversificarea formelor de manifestare a
fenomenului. Mentinerea unei sigurante in mediul informatic a devenit o prioritate a securitatii tuturor statelor, care potrivit conventiilor si tratatelor internationale se poate realiza
prin, cunoasterea, prevenirea si contracararea atacurilor si amenintarilor, precum si prin diminuarea vulnerabilitatilor infrastructurilor cibernetice in scopul gestionarii eficiente a
tuturor riscurilor la adresa securitatii acestora, prevenirea si combaterea criminalitatii informatice si nu in ultimul rand apararea cibernetica. Contributia in savarsirea faptelor penale a
mijloacelor informatice, au motivat reglementarea unor procedee probatorii speciale, adaptate la lumea in care traim, a caror utilizare facilieaza procesul de tragere la raspundere
penala a persoanelor care comit infractiuni.

Abstract: In recent years, also favoured by the pandemic situation, it has been observed that while the digital world brings enormous benefits, it also creates great vulnerabilities.
Incidents in the virtual space are growing at an alarming level and could disrupt the provision of essential services, through threats with different origins, aimed at both individuals
and legal entities. The Internet, as the main tool of cybercrime, has an infinite number of uses, which inevitably leads to the diversification of the manifestations of the phenomenon.
Maintaining security in the IT environment has become a priority for the security of all states, which according to international conventions and treaties can be achieved by knowing,
preventing and countering attacks and threats, as well as by reducing the vulnerabilities of cyber infrastructures in order to effectively manage all risks. addressing their security,
preventing and combating cybercrime and last but not least cyber defence. The contribution in committing the criminal acts to the computer means, motivated the regulation of
special evidentiary procedures, adapted to the world in which we live, whose use facilitates the process of prosecuting the persons who commit crimes.

LEGAL PERSPECTIVES ON THE INTERNET
INTERNATIONAL CONFERENCE - 5TH EDITION



Provocari tehnologice in crearea standardelor pentru analiza amprentelor digitale
Technological Challenges in Creating Standards for Fingerprint Analysis

Lect. univ. dr. Ancuta Elena Frant
Facultatea de Drept, Universitatea ,,Alexandru loan Cuza” din lasi

Rezumat: Este cunoscut faptul ca analiza amprentelor este 0 metoda care poate duce la identificarea corecta a unei persoane. Este mai putin cunoscut
faptul ca acuratetea acestei metode este pusa n pericol, atunci cnd se utilizeaza tehnologia digitala pentru a stoca si a compara informatii cu privire la
amprente. Utilizarea tehnologiei in analiza amprentelor este foarte importanta, deoarece permite diverse activitati care sunt vitale pentru o ancheta penala,
de exemplu comparatia intre 0 anumita amprenta, gasita la locul crimei, si amprentele stocate in baze de date. Cu toate acestea, stocarea amprentelor prin
utilizarea inteligentei artificiale nu este o sarcina simpla, deoarece informatiile trebuie protejate de potentiale amenintari. O modalitate simpla de a proteja
informatiile referitoare la amprente este de a cripta informatiile, dar aceasta inseamna ca, atunci cand informatiile sunt transferate, receptorul trebuie sa
aiba cheia corespunzatoare pentru a decripta informatiile. Acest lucru duce la necesitatea unui algoritm standard, care trebuie utilizat atat de expeditor, cat
si de receptor. Aceasta lucrare analizeaza provocarile credrii unui astfel de algoritm standard si evalueaza implicatiile standardizarii in ceea ce priveste
utilizarea amprentelor in identificarea criminalistica.

Abstract: It is widely known that the analysis of fingerprints is a method which can lead to the correct identification of a person. It is lesser known that the
accuracy of this method is endangered, when it comes to using digital technology, in order to store and compare information regarding fingerprints. The
use of digital technology in analysing fingerprints is very important, because it enables various activities which are vital for a criminal investigation, for
example the comparison between a certain fingerprint, found at crime scene, with the fingerprints which are stored in databases. However, storing
fingerprints in a digital form is not a simple task, as the information must be protected from potential threats. A simple way to protect the information
regarding fingerprints is to encrypt the information, but this means that, when information is transferred, the receptor must have the appropriate key, in
order to decrypt the information. This leads to the necessity of a standard algorithm, which must be used by both the sender and the receiver. This paper
analyses the challenges of creating such a standard algorithm and assesses the implications of standardization in fingerprinting.
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